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Abstract. With the increasing use of the Internet, individuals must manage 

countless accounts across multiple platforms, making it difficult for users to track 

who is using their data. Self-sovereign identity (SSI), supported by regulations 

such as GDPR and eIDAS, promises to put control of their data back into the 

hands of the users. Governments need to understand the sociotechnical chal-

lenges of SSI. We conduct a systematic literature review, identifying security and 

privacy as the most prevalent concerns in the academic literature while social 

challenges are largely overlooked. Further, we find that the academic literature 

mostly treats SSI in general rather than focusing on specific application domains. 
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1 Introduction 

The widespread use of the Internet has become integral to everyday life, offering ser-

vices such as online shopping, banking, and streaming (Cabinakova et al., 2019). En-

gaging with these services requires users to disclose personal data, contributing to the 

rapid expansion of their digital footprint (Kölbel et al., 2022).  

Digital identity management often relies on service-specific user accounts, necessi-

tating repeated registration processes due to limited data portability (Sedlmeir et al., 

2021). The resulting growth in the number of accounts makes it difficult for users to 

track who uses their data (Lacity & Carmel, 2022). Multinational corporations like 

Google, Microsoft, and Meta collect and control vast amounts of interconnected user 

data, enabling insights into individual behavior, purchases, interests, locations, and 

health data (Kölbel et al., 2022). Users generally lack control over the extent to which 

their personal data is misused or shared with third parties (Kulabukhova et al., 2019).  

In light of growing data security and privacy concerns (Liu et al., 2021; Schardong 

et al., 2022), rising skepticism toward large tech companies (Weigl et al., 2022), the 

General Data Protection Regulation (GDPR), and proposed changes to the electronic 

IDentification, Authentication and trust Services (eIDAS) regulation (Guggenberger et 

al., 2023), self-sovereign identity (SSI) is proposed as an approach that enables end 



users to control their personal data disclosure without relying on external, centralized 

authorities (Johnson Jeyakumar et al., 2022). 

Especially in light of the evolving eIDAS 2.0 regulation, SSI presents itself as a way 

for governments to take control of identity management away from large multinational 

corporations and put control of personal data back into the hands of individuals (Degen 

& Teubner, 2024). The success of current government eID initiatives differs greatly 

across countries. Whereas Nordic countries have an adoption rate of more than 80% 

(Schneider et al., 2019), only 7% of German citizens have used the German eID 

(Guggenberger et al., 2023). Furthermore, although considerable research on organiza-

tional platform governance and the individual aspects of SSI exists, there is still limited 

research on how SSI integrates with public digital identity infrastructures and the role 

of governments in this context (Degen & Teubner, 2024). To facilitate a connection 

between government institutions and private businesses through a shared solution in a 

public-private ecosystem, it is important to identify overarching success factors and 

challenges, both of technical and social nature. Different application contexts may face 

different challenges. We therefore ask the following research questions: 

RQ1: What are sociotechnical challenges to the implementation and adoption 

of self-sovereign identity? 

RQ2: How do these challenges impact different areas of application of self-sov-

ereign identity? 

This article makes three major contributions. First, it highlights the sociotechnical 

challenges of SSI implementation and adoption. Second, it emphasizes the importance 

of social factors such as user acceptance, trust, and usability. Third, it underscores the 

need for more domain-specific research. 

2 Conceptual Background 

A person’s identity encompasses personal data and consists of multiple partial identi-

ties. Partial identities contain various attributes (e.g., name, address) and are used in 

different contexts (e.g., work, leisure) (Just, 2011; Sedlmeir et al., 2021). A digital iden-

tity is used for identification in digital environments (Schardong & Custodio, 2022).  

Identity management systems (IMS) provide tools for handling partial identities 

across online contexts. They ensure reliable attribute assignment to individuals, ena-

bling authentication (Clauß & Köhntopp, 2001). IMS typically involve three actors: the 

user, an Identity Provider (IdP), and a Service Provider (SP). The IdP stores users’ par-

tial identities, while the SP offers services (Ferdous et al., 2019). 

SSI enables users to gain sovereignty over their digital identities (Feulner et al., 

2022; Kuperberg, 2019), allowing them to decide with whom they share their data 

(Schardong & Custodio, 2022). SSI involves three primary actors: (1) the user, who 

acts as their own IdP (Kulabukhova et al., 2019), (2) issuers, who provide verified cre-

dentials that attest to the user’s attributes (Cucko et al., 2022; Ehrlich et al., 2021), and 

(3) parties relying on the provided credentials. Identity holders can present their cre-

dentials as verifiable presentations, which include only the necessary identity compo-

nents for a context, ensuring data minimization (Mühle et al., 2018). 



A successful widespread implementation and use of SSI is not only dependent on 

technical factors, such as security and interoperability. The adoption and use, particu-

larly by end users, is also dependent on social factors, including trust and usability 

(Sedlmeir, Barbereau, et al., 2022; Weigl et al., 2022). SSI challenges traditional ways 

of trust in identities, which is usually provided by central authorities (Guggenberger et 

al., 2023). Users, including organizations and end users, must form new trust relation-

ships, redefining what imbues an entity with trust (Degen & Teubner, 2024). Regula-

tory frameworks must account for these new forms of trust, allowing them to gain wide-

spread recognition (Kubach et al., 2020). Because of the dual emphasis on technical 

and social factors, the sociotechnical perspective (Sarker et al., 2019) is well-suited for 

investigating SSI, whose widespread implementation and adoption depends on technol-

ogy, individuals, and surrounding structures. The sociotechnical perspective stands at 

the core of information systems (IS) research and distinguishes the IS discipline from 

more technically oriented disciplines such as computer science and from more socially 

oriented disciplines such as management and psychology (Sarker et al., 2019).  

3 Research Method 

We conducted a systematic literature review following Webster and Watson (2002) and 

the Preferred Items for Systematic Literature Reviews and Meta-Analysis (PRISMA) 

guidelines (Page et al., 2021). To ensure a broad coverage of high-quality and relevant 

IS research, we included all journals and conferences of the VHB Publication Media 

Ranking area rating “Information Systems”, ranked A+ to C, in our data collection.  

Our search strategy used the following search terms to identify relevant articles: 

“self-sovereign identity”, “self-sovereignty”, and “decentralized identity”. Because SSI 

is often mentioned in conjunction with or implemented using – and thus closely linked 

to – blockchain technology (Guggenberger et al., 2023), we also used the search terms 

“blockchain identity” and “blockchain-based identity”. In order to identify all articles, 

we conducted a full-text search and did not set temporal limitations. To allow for trace-

ability and to ensure a rigorous approach to our literature search and analysis, we ap-

plied the PRISMA guidelines (Page et al., 2021). Our keyword search resulted in 241 

records. After removing duplicates and excluding irrelevant articles based on titles, ab-

stracts, and keywords (150 articles), 91 articles underwent full-text review. A review 

of the full texts led to the exclusion of 13 articles, leaving 78 articles for analysis.  

We analyzed the articles in our final data set to compile a concept matrix following 

Webster and Watson (2002). For each article, we recorded descriptive information, in-

cluding the outlet in which the article was published, the research methods applied, and 

the research questions of the article – if explicitly stated. Furthermore, to determine 

whether a geographic center for SSI research exists, we recorded the country of the first 

author and the location of data collection for articles based on empirical data. 

To investigate our two research questions, concerned with sociotechnical challenges 

to the implementation and adoption of SSI and common application areas, respectively, 

we employed thematic analysis to identify repeating patterns and themes in the articles 

of our final data set (Braun & Clarke, 2006). Employing inductive analysis, we aimed 



to capture all aspects of our articles that relate to influences of sociotechnical nature, 

adhering to the sociotechnical continuum presented in Sarker et al. (2019), as well as 

the application scenarios in which SSI has been applied. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1. Preferred Items for Systematic Literature Reviews and Meta-Analysis (PRISMA) 

Flow Diagram 

First, we carefully analyzed the articles in our final sample. We identified and rec-

orded all text passages pertaining to social and technical aspects that may influence the 

implementation and adoption of SSI. This allowed us to generate initial codes. Second, 

we reviewed the codes, searching for common themes. We discarded themes that only 

occurred once or twice and combined themes that were conceptually close (e.g., locat-

ing GDPR within privacy). Third, we reread the articles and captured where they fit 

with themes that had been overlooked during the first reading. 

Because the challenges can be viewed from different perspectives, this classification 

of themes is not meant to be exhaustive, but rather a systematic overview. In an effort 

to support open science and due to space limitations, we have made the concept matrix 

available at https://osf.io/83px7/?view_only=2a916a17b7c04a45a44d562f7a389fa0. 

4 Results 

We analyzed the 78 articles in our sample regarding the research methods applied, the 

geographical locations of the authors and data collection, and the research questions 

asked. First, regarding research methods, we found that nearly half of the articles fea-

tured some kind of design or implementation (n=38). However, only 8 articles utilize 

theory-informed design science methods, whereas the remaining 30 articles focus on 
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purely technical designs, such as algorithms and models. A significant number of arti-

cles (n=25) are conceptual in nature. 19 articles feature empirical data collection: 13 

articles used expert interviews, 4 articles conducted case studies, 3 articles conducted 

surveys, and 3 articles employed experiments. 8 articles conducted literature reviews. 

Second, regarding geographical location, the majority of articles are first-authored by 

researchers with a European (n=54), Asian (n=12), or North American (n=7) affiliation. 

The most common countries are Germany (n=26), China (n=9), and the USA (n=7). 

Among the 19 empirical articles, only a few explicitly state the country of data collec-

tion. Data collection was conducted European countries, with a focus on Germany, Fin-

land, Sweden and the UK; North America; Australia; and Taiwan. Third, only 15 arti-

cles explicitly stated research questions, primarily examining antecedents, challenges, 

facilitating conditions, outcomes, and advantages of SSI deployment.  

4.1 Sociotechnical Requirements and Challenges 

To answer research question 1, we applied a sociotechnical lens (Sarker et al., 2019) to 

identify requirements and challenges that influence the implementation and adoption 

of SSI. Common themes included security, privacy, acceptance, standardization, and 

efficiency. Figure 2 shows the identified themes along the social-technical continuum.  

 
Figure 2. Identified Sociotechnical Challenges along the Social-Technical Continuum 

Security 

Security is a central requirement, covered in 66 of 78 articles of the final data set. Be-

cause many (n=68) SSI implementations rely on blockchain technology (Schlatt et al., 

2022; Sedlmeir, Barbereau, et al., 2022), the inherent benefits and shortcomings of 

blockchain technology must also be considered. Whereas the inherent immutability and 

tamper-resistant nature of blockchain technology have advantages (Schlatt et al., 2022), 

helping, for example, to mitigate identity fraud (Nokhbeh Zaeem & Barber, 2020), the 

decentralized replication of data across blockchain nodes also increases the risk of data 

sharing with untrusted nodes (Dong et al., 2020; Sedlmeir, Lautenschlager, et al., 2022). 

For users, SSI may entail additional responsibilities, making them responsible for 

the entire life cycle of their data, including the management of cryptographic keys 

(Kubach et al., 2020). Although this enables users to choose between data backup and 

recovery mechanisms (Jakubeit et al., 2020), it also requires considerable knowledge. 
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Privacy 

Privacy (n=51) is a vital concern for SSI. Especially in light of data protection laws, 

such as GDPR, use and processing of personal data needs to be considered (Chomczyk 

Penedo, 2021). Privacy requirements for SSI are primarily concerned with data mini-

mization and granular control for users (Sedlmeir, Barbereau, et al., 2022). Blockchain 

technology’s immutability conflicts with GDPR’s requirements, especially the right to 

be forgotten (Abraham et al., 2020), a clear identification of entities responsible for 

data processing, and the potential for users to exercise legal action in case of data mis-

use (Chomczyk Penedo, 2021; Mahmud et al., 2022), making it difficult for govern-

ments and organizations to deploy compliant SSI infrastructures. Potential solutions 

include off-chain storage, with blockchain storing encrypted hashes and signatures only 

(Mahmud et al., 2022). However, routing data through centralized servers challenges 

blockchain’s core principle of decentralization (Halpin, 2020) and hinders the manipu-

lation-resistant execution of smart contracts. Other solutions include private and con-

sortia blockchains. However, they also decrease decentralization and may pose interop-

erability challenges (Kuperberg, 2019; Sedlmeir, Lautenschlager, et al., 2022). 

 

Transparency  

Transparency, although less frequently mentioned (n=30), is closely linked to privacy, 

with all but four articles addressing transparency also mentioning privacy. Although 

transparency can enable users to exercise control over their data (Ostern & Cabinakova, 

2019), the transparency of many public blockchains is a large concern with regard to 

privacy (Abraham et al., 2020). This tension is exacerbated when immutable records 

reveal more data than necessary and when the replication across the decentralized net-

work leads to data exposure (Dong et al., 2020; Sedlmeir et al., 2021). Off-chain storage 

may mitigate this problem, but comes with its own disadvantages, including hindering 

smart contract execution. As an alternative, Alboaie and Cosovan (2017) propose “Ex-

ecutable Choreographies”, with nodes coordinating and executing predefined processes 

without involving the blockchain, adhering to “privacy by design”. 

 

Standardization 

Standardization (n=23) is a critical prerequisite for the implementation and adoption of 

SSI across government institutions and businesses (Johnson Jeyakumar et al., 2022; 

Schwalm et al., 2022). The current lack of technical standards leads to a dependence on 

individual platforms (Martinez Jurado et al., 2021; Sedlmeir, Barbereau, et al., 2022) 

and hinders compatibility between existing, isolated SSI solutions. The current lack of 

standards may be attributed to the ever-evolving landscape of SSI technologies 

(Kubach et al., 2020; Laatikainen et al., 2021), challenging developers. 

From a legal perspective, the eIDAS regulation may facilitate standardization 

(Bastian et al., 2022; Martinez Jurado et al., 2021). Although SSI is not integrated in 

eIDAS 1.0, it is planned for eIDAS 2.0, integrating SSI within a European legal frame-

work (Weigl et al., 2022). 

 

 



Interoperability 

Interoperability (n=34) encompasses the ability of different systems to interact and ex-

change credentials across different platforms and domains, reducing vendor lock-in 

(Martinez Jurado et al., 2021; Sedlmeir, Barbereau, et al., 2022). A critical problem is 

the lack of compatibility with established encryption and authentication standards 

(Kuperberg, 2019) such as X.509 certificates that enable Decentralized Identifiers and 

Verifiable Credentials (Martinez Jurado et al., 2021) to comply with existing digital 

security infrastructures, making SSI unfeasible for highly sensible data. Options for 

combining these approaches have been proposed by design-oriented research (Bastian 

et al., 2022). Interoperability is also needed as many organizations already feature es-

tablished identity management systems. Thus, a complete switch to SSI is both imprac-

tical and unlikely. It is therefore necessary to integrate SSI with established identity 

infrastructures and management systems (Bazarhanova et al., 2019; Kuperberg, 2019). 

  

Scalability 

Scalability (n=19) is a crucial success factor for broad adoption among users, govern-

ment institutions, and organizations (Kubach & Roßnagel, 2021). Economic factors, 

including transaction costs, need to be considered (Dubovitskaya et al., 2020). Specif-

ically related to blockchain technology, which is often used to implement SSI, two fac-

tors need to be considered: (1) data storage and replication and (2) consensus mecha-

nisms. First, blockchain technology’s inherent replication across all participating nodes 

leads to high demands in data storage for maintainers of an SSI implementation. A more 

scalable data storage could be achieved by storing data off-chain, which, due to faster 

write and read access, could also improve throughput, and by sharding, which partitions 

blockchain networks into separate ledgers (Dong et al., 2020; Heiss et al., 2022; Liu et 

al., 2020; Zhang et al., 2022). Second, depending on the consensus mechanism, a block-

chain-based implementation may be resource-intensive (Schanzenbach et al., 2021), 

resulting in a low transaction volume, negatively influencing user experience and over-

all system utilization. Transaction efficiency can be improved by various measures: (1) 

private blockchains, which are faster but sacrifice some degree of decentralization 

(Fdhila et al., 2021; Nuss et al., 2018), (2) bilateral exchanges between SSI participants, 

realizing off-chain exchange (Schlatt et al., 2022), and (3) sharding (Zhang et al., 2022). 

 

Acceptance 

Acceptance (n=21) of SSI may be inhibited by unfamiliarity and a lack of knowledge 

about its functionality and advantages in both organizations and individual users 

(Bazarhanova & Smolander, 2020; Laatikainen et al., 2021; Panait et al., 2020; Weigl 

et al., 2022). A primary indicator of acceptance is the number of services and users that 

have adopted SSI (Kubach et al., 2020). Acceptance can be fostered – among others – 

through (1) training and education, (2) trust-building measures, and (3) institutional 

support. 

First, education and training on the purpose, tasks, and scope of SSI can foster user 

comprehension (Laatikainen et al., 2021; Ostern & Cabinakova, 2019; Sartor et al., 

2022). Providing accessible explanations, especially regarding the privacy and security 



features, both of the SSI platform as well as the connected applications, can reduce user 

concerns (Kubach & Sellung, 2021; Ostern & Cabinakova, 2019). 

Second, trust-building measures go further than simple education, shaping and in-

corporating individual users’ skills, beliefs, resources (Laatikainen et al., 2021), emo-

tions, attitudes, and preferences (Sartor et al., 2022). Country and culture level aspects, 

such as cultural norms may also shape SSI perception (Laatikainen et al., 2021; Weigl 

et al., 2022). For example, in developing countries, SSI solutions offer significant po-

tential for digital and financial inclusion but face obstacles such as limited smartphone 

access (Laatikainen et al., 2021). 

Third, institutional factors affect SSI adoption. Political initiatives, for example 

those of the European Commission (Weigl et al., 2022), have been found to help clarify 

public understanding of SSI. Further, company-specific factors such as automation lev-

els, data sensitivity, and leadership incentives (Laatikainen et al., 2021) as well as in-

terorganizational factors, such as infrastructure integration, strategic aspects and liabil-

ity considerations may also affect SSI adoption (Bazarhanova & Smolander, 2020).  

 

Usability 

Similar to how usability (n=22) plays a central role in the individual acceptance of other 

information systems (Dubovitskaya et al., 2020), it is also important for decentralized 

identity management systems (Cabinakova et al., 2019). Generally speaking, pragmatic 

features (Ostern & Cabinakova, 2019), such as interoperability (Feulner et al., 2022), 

an intuitive (Jørgensen & Beck, 2022; Sedlmeir, Barbereau, et al., 2022) and straight-

forward interface (Dubovitskaya et al., 2020; Ostern & Cabinakova, 2019), and a re-

sponsive design (Schlatt et al., 2022), are valued more highly than feature-rich, overly 

functional or administratively oriented designs (Sartor et al., 2022).  

Studies on existing SSI wallets show that additional features, such as visual repre-

sentations of verifiable credentials (VCs), quick access features, folder systems, filters 

(Sartor et al., 2022), and management of multiple identities on the same platform and 

across multiple devices (Bazarhanova & Smolander, 2020; Kuperberg, 2019) are highly 

valued. Finally, it is important for developers to maintain an appropriate balance be-

tween user convenience and privacy protection requirements (Kubach et al., 2020). 

 

Trust 

Trust (n=62) is a fundamental requirement for SSI, both for managing and relying on 

credentials (Johnson Jeyakumar et al., 2022; Kubach & Roßnagel, 2021) as well as for 

overall scaling of identity management systems (Bazarhanova & Smolander, 2020). 

Ensuring that a public key is issued by the claimed institution is crucial (Kubach et al., 

2020). Trust may be established through (the combination of) multiple measures: (1) a 

secure technical design (Johnson Jeyakumar et al., 2022), (2) institutional trust through 

regulatory frameworks such as eIDAS (Kubach & Roßnagel, 2021; Kubach et al., 

2020), (3) trust anchors and/or intermediaries, which establish trust but contradict SSI’s 

core principle of independence (Schwalm et al., 2022), and (4) organically through rep-

utable actors gaining recognition in the market (Kubach & Sellung, 2021). 

Specific approaches aimed to further trust are, for examples, the SSI-eIDAS-Bridge, 

which can confirm an issuer's identity and VC assignment using electronic signatures 



or seals (Kubach & Roßnagel, 2021; Martinez Jurado et al., 2021), and the Trust-Man-

agement-Infrastructure (TRAIN), designed to create a transparent and reliable system 

for identifying trustworthy issuers or trusted decision-making bodies (Johnson 

Jeyakumar et al., 2022; Kubach & Roßnagel, 2021; Martinez Jurado et al., 2021). 

 

Control 

Control (n=47) describes how individuals – indicated by “self-sovereign” – are able to 

enact exclusive authority in disclosing their own personal information (Bazarhanova et 

al., 2019; Sedlmeir, Barbereau, et al., 2022). Such control, without the dependence on 

a third party, comes with a considerable amount of responsibility for the end user, who 

has to manage secure key storage as well as backups (Bazarhanova & Smolander, 2020; 

Sedlmeir, Barbereau, et al., 2022). Sufficient knowledge on the side of the user as well 

as transparency on the side of technology (Ostern & Cabinakova, 2019), for example 

through open-source publication of SSI component source code (Kulabukhova et al., 

2019), is required. Perceived control over disclosed digital data strongly influences per-

ceived transparency and willingness to share information (Cabinakova et al., 2019). 

Despite formal and perceived control, users may still be coerced to give up more data 

than they want to, with services restricting access unless specific data is provided 

(Kuperberg, 2019; Ostern & Cabinakova, 2019). 

 

Efficiency 

Efficiency (n=32) encompasses both economic viability and operational effectiveness. 

On the one hand, establishing and operating SSI-compatible services require financially 

sustainable business models for maintainers and organizations in light of initial invest-

ments, transaction costs, and verification expenses (Dubovitskaya et al., 2020; 

Laatikainen et al., 2021; Lacity & Carmel, 2022). On the other hand, end users will 

only consider SSI if it offers a comparable or superior functionality while maintaining 

acceptable switching costs (Kuperberg, 2019). Although data ownership, control, and 

transparency have their value (Cabinakova et al., 2019; Ostern & Cabinakova, 2019), 

other factors, such as transaction fees (Kölbel et al., 2022), time savings (Lacity & 

Carmel, 2022), perceived usability (Cabinakova et al., 2019), and process effectiveness 

(Weigl et al., 2022) still play a large role. 

Effective SSI solutions must account not only for end user needs but also for SSI 

service providers (Kubach & Roßnagel, 2021). The interdependent relationship be-

tween end users and service providers presents itself as a “chicken or egg” problem. 

While SSI services are needed to attract users, service providers require a large enough 

user base (Kubach & Sellung, 2021), highlighting the importance of strategic market 

development (Schlatt et al., 2022). 

4.2 Areas of Application 

Addressing research question 2, half of the analyzed articles (n=39) examined SSI in a 

cross-industry context without focusing on specific application domains. Among the 

remaining articles (n=39), the most common application domains were e-government, 



finance, healthcare, e-commerce, and the internet of things (IoT). In the following sec-

tions, we will describe application scenarios in these application domains.  

 

E-Government 

E-government (n=6) is a prime area for SSI application, especially to provide common 

ecosystems for public institutions and private enterprises (Degen & Teubner, 2024). 

Public authorities and institutions can use blockchain-based SSI systems to improve 

administrative efficiency in public service delivery (Sung & Park, 2021). Furthermore, 

SSI can also help address identity verification challenges for refugees or individuals 

without legal identification by creating verifiable digital identities (Kubach & Sellung, 

2021; Laatikainen et al., 2021; Lim et al., 2022; Sedlmeir, Lautenschlager et al., 2022). 

 

Finance 

The finance (n=6) sector is a principal area for blockchain technology adoption, partic-

ularly in payments and transactions (Sedlmeir, Lautenschlager, et al., 2022). Primary 

application scenarios for SSI are (1) loan and credit issuance, where SSI has been pro-

posed to (a) provide authentication during security verification processes, and (b) im-

prove credit assessment and accelerate loan approval processes (Liu et al., 2021); 

(2) compliance with regulatory requirements such as Know Your Customer and Anti-

Money Laundering processes (Damgård et al., 2021; Schlatt et al., 2022); (3) transac-

tion access and freezing of funds for law enforcement (Damgård et al., 2021), and 

(4) open banking, which enables third-party providers to access consumers’ account 

and financial information without sharing personal data (Dong et al., 2020).  

 

Healthcare 

In the healthcare (n=7) sector, key application scenarios of SSI include (1) document 

verification for health insurance, vaccination certificates, and medical prescriptions 

(Kubach & Sellung, 2021; Sartor et al., 2022; Schwalm et al., 2022), (2) digital immun-

ity passports and reliable attestations, which emerged during the COVID-19 pandemic 

(Fdhila et al., 2021; Halpin, 2020), (3) cross-border use of health insurance cards while 

maintaining security (Martinez Jurado et al., 2021), (4) telemedicine services (Alam et 

al., 2022), (5) exchange of medical data between institutions such as doctors and hos-

pitals (Kshetri, 2017), and (6) data management of health data collected by wearables 

and IoT devices (Liang et al., 2018; Sousa et al., 2020).  

 

E-Commerce 

In e-commerce (n=6), key application scenarios of SSI include (1) event ticket issuance 

and verification processes to reduce fraud and ticket scalping, enabling privacy-focused 

revocation mechanisms to reduce risks on secondary markets (Feulner et al., 2022), (2) 

age verification in online commerce without disclosing exact birthdates (Alber et al., 

2021; Kesim et al., 2022), (3) enhancing the authenticity and trustworthiness of online 

reviews (Yu et al., 2020), (4) privacy-preserving online payment (Schanzenbach et al., 

2021), and (5) supply chain tracking (Duan & Patel, 2018). 

 

 



Internet of Things (IoT) 

SSI can also be used to assign credentials to physical objects, digital assets, or logical 

entities (Lacity & Carmel, 2022). In the IoT sector (n=11), key application scenarios of 

SSI include (1) the life cycle management of IoT devices (Kulabukhova et al., 2019; 

Loupos et al., 2022), (2) privacy-preserving authentication for electric vehicle charging 

(Parameswarath et al., 2022), (3) secure car sharing (Naghmouchi et al., 2022), 

(4) anonymous vehicle-to-vehicle communication (Wu et al., 2022), and (5) enhancing 

data security in smart grids (Guo et al., 2021). 

 

Other Application Areas 

Other application areas of SSI include, for example, social media, where SSI has po-

tential for identity verification in online communication platforms (Pinter et al., 2019) 

and to combat misinformation by social bots and fake accounts (Guerar & Migliardi, 

2022). SSI may also be used to verify academic credentials, diplomas, and certificates 

(Dubovitskaya et al., 2020; Krause et al., 2022; Kulabukhova et al., 2019; Terzi et al., 

2022). 

5 Discussion 

This article set out to critically reflect on the challenges and requirements for the im-

plementation and adoption of SSI across multiple application domains, adopting a so-

ciotechnical lens. In doing so, it makes three contributions. 

First, the literature review identified and summarized key sociotechnical require-

ments and challenges for the successful implementation and adoption of SSI and posi-

tioned them along the social-technical continuum (Sarker et al., 2019). Security and 

privacy emerged as central concerns due to SSI’s focus on sensitive private data. Com-

pliance with data protection regulations like the GDPR is crucial. Transparency is also 

essential in blockchain-based SSI solutions to maintain control over user data. Scala-

bility is another important factor for expanding SSI solutions across industries and user 

groups. The analysis showed that most articles associate SSI with blockchain technol-

ogy, which, ironically, is not well suited to accommodate the needs for privacy and 

scalability, relying instead on extensions, such as off-chain storage (Mahmud et al., 

2022) and bilateral exchange (Schlatt et al., 2022). Such extensions, which often com-

promise on blockchain’s promises of decentralization and transparency, may serve as 

an indicator of a potential mismatch between SSI and blockchain technology as basis 

for implementation. Especially for widespread implementation in potential government 

contexts, which do not only need to follow regulations such as GDPR and eIDAS but 

should stand out as flagship projects, other technological approaches might be better 

suited. Despite the need for other approaches, only few studies have examined SSI so-

lutions without blockchain. Future research ought to identify other technological ap-

proaches, potentially better suited for SSI implementation. 

Second, the literature review shows that social factors, such as user acceptance, us-

ability, trust, control, and efficiency are crucial for SSI’s success. Given that SSI’s suc-

cess depends heavily on user adoption, improving user experience is essential 



(Dubovitskaya et al., 2020; Kölbel et al., 2022). Continuous user feedback loops are 

necessary to refine solutions like digital wallets for end user convenience (Sartor et al., 

2022). SSI development requires balancing technical, social, and political factors 

(Sedlmeir, Barbereau, et al., 2022), with interconnected requirements and challenges 

influencing one another. Despite their importance, these predominantly social factors 

are less frequently addressed in the literature, indicating a need for further research. 

Third, the literature review shows that over half of the examined articles focus on 

SSI in general rather than focusing on specific application domains. This demonstrates 

the potential adaptability of SSI across different application domains. However, differ-

ent contexts have different requirements. Research in the domains of e-government, 

finance, and healthcare appears to emphasize security and privacy considerations more, 

likely due to the sensitive data these fields handle. E-government literature, in particu-

lar, has a more noticeable focus on interoperability, standardization, control, and effi-

ciency, which can be attributed to the large number of potential users and its central 

role in society. Trust was considered important in all domains. Usability was mentioned 

less frequently, which is partially explainable by the large number of articles with a 

technical focus (e.g., algorithm or model) across domains. New unexplored implemen-

tation contexts could always pose new challenges, emphasizing the need for SSI re-

search to focus on specific application areas. Examining SSI in specific contexts 

(Guggenberger et al., 2023) with theory-informed design-oriented research methods 

(Hevner et al., 2004; Peffers et al., 2007) could provide additional insights.  

6 Conclusion 

Digital identity management is often handled by large tech companies, such as Google, 

Microsoft, and Meta. Growing concerns about data security and privacy, as well as 

multinational regulations such as GDPR and eIDAS, make SSI emerge as an approach 

that empowers end users to control their own personal data. We conducted a systematic 

literature review to identify sociotechnical requirements and challenges across multiple 

application contexts for SSI, including e-government, finance, healthcare, e-commerce, 

and IoT. Our study shows that security and privacy are the primary concerns, whereas 

social factors, such as user acceptance and usability, are underrepresented. Further-

more, most of the literature addresses SSI in a general way, suggesting the need for 

more design-oriented research in specific domains. The practical implications of our 

study highlight that in addition to providing a secure and interoperable infrastructure, 

trust and usability in SSI solutions need to be fostered. Standardization through sup-

portive regulatory frameworks can build trust and facilitate SSI development and adop-

tion (Weigl et al., 2022). Future research can expand on our findings, limited to the IS 

field and investigated solely through a sociomaterial lens, by (1) considering other re-

search disciplines, such as computer science, public administration, and law, as well as 

grey literature, such as whitepapers on established SSI solutions like Sovrin, uPort, and 

Civic (Kulabukhova et al., 2019) and (2) employing other theoretical lenses, such as 

institutional theory (Orlikowski & Barley, 2001), to draw additional conclusions from 

the source material.   
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