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Abstract. Online gambling platforms exhibit increasing revenues, exacerbating
societal issues while evading regulatory oversight. The emergence of blockchain
gambling platforms aggravates these issues, luring users with the promise of
transparent and verifiable gambling rules. To provide insights for regulators and
user protection measures, we strive to understand how users interact with these
emerging platforms. We analyze over 22,800 rounds of YOLO, a gambling plat-
form implemented as a smart contract. In our sample, 3,306 unique users lost a
total volume of USD 5.1 million. Generalized linear mixed model estimation re-
sults reveal the effects of users’ cognitive biases while engaging in on-chain gam-
bling, demonstrating the substantial risks of gambling smart contracts in exploit-
ing users with gambling inclinations, especially given the lack of user protection
measures. Enforcing user protection remains challenging for decentralized gam-
bling smart contracts, which might exacerbate the lack of oversight, user protec-
tion, and law enforcement on traditional online gambling platforms.

Keywords: gambling platform, smart contract, gambling behavior, cognitive
bias, user behavior

1 Introduction

Online gambling platforms exhibit continuous growth, accounting for almost USD 100
billion in revenue in 2024 (Statista, 2024). This development is concerning, as from a
gambling platform user’s perspective, gambling behaviors are associated with various
adverse effects, ranging from mental health issues and suicide attempts (McCormick et
al., 1984) to substance abuse and financial difficulties (Cowlishaw & Kessler, 2016).
Moreover, from a societal perspective, traditional online gambling platforms often
evade regulatory oversight and law enforcement, e.g., increasing corruption in sports
(Turk et al., 2023), and providing the ground for money laundering and organized crime
(UNODC, 2024). While gambling is associated with financial losses and psychological
effects such as addiction, traditional online gambling platforms are at least partially
subject to regulatory oversight.

Against this background, the emergence of blockchain-based smart contracts for
gambling potentially aggravates these issues (Brown, 2022). Unlike traditional online
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gambling, blockchain-based gambling platforms operate via decentralized smart con-
tracts, allowing users to engage in wagering without intermediaries, making regulatory
enforcement and user protection particularly challenging. While enabling verifiable,
transparent, and tamper-proof gambling rules and transactions, gambling smart con-
tracts create unique challenges, including the circumvention of national regulations,
difficulties in enforcement, oversight, and consumer protection regulation, and en-
hanced risks of user exploitation (Scholten, 2022). Moreover, shutting down decentral-
ized smart contracts for violations is difficult, as they run decentralized and automati-
cally ad infinitum on the blockchain (Nofer et al., 2017).

Previous studies have examined behavioral aspects of online gambling (Cowlishaw
& Kessler, 2016; Fiedler, 2013), but research on blockchain gambling remains scarce.
As highlighted by recent discussions in the Information Systems community (Davison,
2023; Kane, 2022; Struijk et al., 2022), the broader IS field risks overlooking the novel
challenges and opportunities presented by decentralized systems. A significant gap re-
mains in understanding how blockchain-enabled platforms uniquely shape user behav-
ior, particularly concerning how cognitive biases influence user decision-making. This
study seeks to bridge this gap by investigating the application of smart contracts for
gambling platforms and how users interact with a blockchain-based gambling platform.
Specifically, we explore the prevalence of cognitive biases in on-chain gambling, ex-
amining their impact on user engagement and financial losses. We aim to contribute to
the literature on gambling behaviors by assessing how blockchain-based platforms dif-
fer from traditional gambling environments. Moreover, our findings provide valuable
insights for users and regulators regarding the potential harms and policy challenges
associated with decentralized gambling platforms.

In our paper, we empirically investigate over 22,800 rounds of YOLO, a blockchain-
based (on-chain) gambling smart contract. On YOLO, users contribute cryptocurrencies
(fungible tokens, e.g., ETH) or digital assets (non-fungible tokens) to a winning pool
with winning chances corresponding to their relative winning pool contributions. YOLO
runs on the Ethereum blockchain with transparent, verifiable source code, and stores
gambling outcomes as transactions publicly on the blockchain, which allows us to ret-
rospectively investigate users’ gambling behavior.

In the following, we present how smart contracts qualify as platforms and introduce
related works on users’ gambling behavior in traditional and blockchain contexts. Af-
terward, we present estimation results from a generalized linear mixed model, exploring
which factors contribute to users continuing to gamble on YOLO. These insights inform
our discussion regarding the potential to address the phenomenon of smart contract on-
chain gambling from a user’s and regulatory perspective.

2 Conceptual Setting

2.1 Blockchains and Smart Contracts

Blockchains are distributed databases, securely storing past transactions within the
chain of transaction records, while a decentralized consensus mechanism updates new
records in a tamper-proof manner (Nofer et al., 2017). Building on blockchains and


A#_CTVL001a63a69813e8d40e5a527b589670837e1

relying on decentralized consensus, smart contracts enable tamper-proof, self-enforcing
execution of operations, such as exchanging cryptographic tokens or any other infor-
mation on the blockchain (Cong & He, 2019).

Moreover, so-called oracles connect smart contracts with off-chain environments,
enabling the exchange of information between smart contracts and any other off-chain
database (Cong, Prasad, & Rabetti, 2023). As smart contracts are self-enforcing, they
autonomously continue their operation if the blockchain on which they are deployed
provides consensus, and new transactions potentially trigger smart contract executions.

This technical implementation constitutes a major difference from traditional plat-
forms, which rely on a centralized set-up and an operator, e.g., a company, to be func-
tional and continuously operational. Once the operator ceases to exist or stops its oper-
ation, its platform typically stops working, e.g., servers and databases are shut down.
Moreover, smart contracts provide more functionality than typical peer-to-peer net-
works, e.g., traditional peer-to-peer networks are not self-enforcing or tamper-proof.

Ultimately, smart contracts rely on blockchains while sharing features with plat-
forms and peer-to-peer networks. These new technical properties might induce new or
different platform user behaviors, as we will explore in the context of gambling.

Recent IS literature highlights that blockchain-based platforms, including decentral-
ized finance (DeFi) and decentralized applications (Dapps) for gambling, foster new
forms of user interaction, shaped by pseudonymity, algorithmic transparency, and im-
mutable execution (Beck et al., 2018; Davison, 2023; Scholten, 2022). These socio-
technical dynamics distinguish blockchain gambling not merely in terms of mechanics
but in how they fundamentally reshape governance, user trust, and behavioral feedback
loops. Features like immutable execution, transparent transaction histories, and pseu-
donymous participation may reinforce cognitive biases by amplifying perceived pat-
terns or reducing perceived control. Thus, blockchain affordances do not just support
decentralization, they might actively shape user behavior in distinct ways.

2.2 User Gambling Behavior

Our study draws on established theories of cognitive biases in gambling behavior, par-
ticularly Prospect Theory (Kahneman & Tversky, 1979): Users often rely on heuristics
and mental shortcuts when making gambling decisions, leading to systematic biases.
While gambling, users make decisions under uncertainty and risk. Gambling consti-
tutes placing monetary stakes with the prospect of either winning an augmented sum or
forfeiting the waged funds. The users’ behavioral decisions regarding uncertain events
rely on judgment heuristics, or cognitive shortcuts, to simplify assessing probabilities
and taking actions (Sundali & Croson, 2006; Tversky & Kahneman, 1974). Judgment
heuristics may be reliable for many decisions; however, deviations from probability
theory may result in systematic errors and suboptimal decisions (Kahneman & Tversky,
1979). The decision-making literature has revealed numerous cognitive biases serving
as shortcuts (Goodie & Fortune, 2013). We focus on the biases emerging from the rep-
resentativeness heuristic and the irrational belief in the law of small numbers (Tversky
& Kahneman, 1971), where gamblers mistakenly believe that the probabilistic proper-



ties of the law of large numbers hold for a small (finite) sample. Thus, gamblers per-
ceive the probability of independent random events as conditional on past events (Kovic
& Kristiansen, 2019). We briefly introduce three cognitive biases that have been shown
to drive user behaviors in traditional gambling contexts: the gambler’s fallacy and the
hot/cold hand as biases in assessing probabilities, and the anchoring effect as a shortcut
for taking actions (Sundali & Croson, 2006). These biases have been widely studied in
traditional gambling contexts (Sundali & Croson, 2006) but remain underexplored in
blockchain-based gambling environments. Our analysis examines how these biases
manifest in on-chain gambling and their implications for user behavior.

The gambler’s fallacy describes the observation that after a streak, i.e., the same
outcome of a random event, gamblers falsely believe that the opposite outcome is more
likely to occur, to balance out perceived deviations from the law of large numbers
(Tversky & Kahneman, 1974). The hot hand is the mistaken belief that the probability
of winning (losing, i.e., cold hand) is higher when experiencing consecutive wins
(losses) in a sequence of random events because the user believes to be on a
“hot (cold) streak” (Green & Zwiebel, 2018; Sundali & Croson, 2006). Long streaks in
short samples make the sequence appear non-random, leading users to falsely perceive
recent wins (losses) as an indicator of continued wins (losses) (Gilovich et al., 1985).
Finally, the anchoring effect biases judgments or estimates towards a reference point,
the anchor, such as when gamblers tend to bet similar amounts as their initial wager
regardless of changing circumstances (Teovanovic, 2019).

Building on Prospect Theory and the broader literature on behavioral decision-mak-
ing (Kahneman & Tversky, 1979; Kovic & Kristiansen, 2019; Sundali & Croson,
2006), our study posits that cognitive biases play a central role in influencing gambling
behavior on blockchain platforms. The selection of variables for our regression analysis
is theoretically grounded in these insights. I.e., measures for gambler’s fallacy, hot/cold
hand effects, and anchoring effect are chosen not only because they have been widely
documented in traditional gambling contexts but also because blockchain systems, with
their inherent transparency and immutability, may amplify these biases. This integra-
tion addresses a notable gap in prior research (e.g., Meng & Fu, 2020; Scholten, 2022)
by directly linking observed on-chain behavior with established cognitive theories.

2.3  Traditional and Blockchain Gambling

Blockchain-based gambling differs from traditional online gambling in several key as-
pects. First, traditional platforms operate under centralized governance, where a com-
pany manages transactions, sets rules, and ensures compliance with legal frameworks.
By contrast, blockchain gambling platforms execute wagering processes through im-
mutable smart contracts, eliminating the need for intermediaries (Cong & He, 2019).
Second, while traditional gambling platforms may implement responsible gambling
measures such as deposit limits, age restrictions, and self-exclusion tools, blockchain-
based platforms lack such enforcement mechanisms. Users can participate pseudony-
mously, and permissionless access to blockchains makes enforcing consumer protec-
tion measures nearly impossible (Beck et al., 2018). Also, winnings and losses are pro-
cessed directly on-chain, bypassing traditional financial oversight (Scholten, 2022).



Finally, blockchain gambling platforms introduce unique incentives and risks. The
transparency of smart contracts allows users to verify game rules, yet this does not nec-
essarily mitigate exploitative gambling mechanisms. For instance, decentralized appli-
cations may implement game mechanics that encourage repeated betting behavior, ex-
acerbating losses. Recently, Mills (2024) argued that blockchains may reduce harm by
creating safer and cross-platform tracking for bet limit enforcement.

Prior studies on online gambling behaviors (Cowlishaw & Kessler, 2016; Fiedler,
2013) serve as a replication reference for several studies exploring user behaviors in
the context of blockchain gambling. For example, Scholten et al. (2020) derive the
spending behaviors of users on decentralized gambling applications. Based on
Ethereum transaction data, they report that the average on-chain gambler spends less
money than in comparable online casinos. However, they do not consider the effects of
cognitive biases. Related to biases in on-chain gambling, Meng & Fu (2020) investigate
on-chain transactions, identifying gambling patterns and strategies, e.g., strategic time
inconsistencies, gain-exit and loss-exit strategies, and loss-chasing behavior. However,
they do not measure biases directly but only infer their existence overall. From an online
gambling platform operator’s perspective, Chagas et al. (2024) provide qualitative ev-
idence that blockchain technology provides transparency, which has the potential to
impact online gambling business models. However, initial investment, technological
skepticism, and complexity, amongst others, prevent an immediate implementation.

These studies provide valuable starting points and input for investigating on-chain
gambling user behavior and profiling users based on on-chain transaction data. We ex-
tend these works by identifying cognitive biases at every gambling round, allowing us
to predict user behaviors based on occurring biases. Moreover, we derive and discuss
implications for regulators and users based on these observations. Our study comple-
ments recent IS research that applies behavioral analytics to DeFi and gambling con-
texts (e.g., Scholten, 2022; Steinmetz, 2023; Wang et al., 2023) and contributes a novel,
high-frequency empirical lens to wallet-level user profiling on decentralized platforms.

3 Empirical Study

We analyze transaction data from YOLO, a smart contract gambling platform deployed
on the Ethereum blockchain. Our dataset includes gambling rounds involving 3,306
unique users over six months. Using a generalized linear mixed model (GLMM), we
estimate the probability of continued gambling based on various factors, including cog-
nitive biases, bet size, and prior outcomes.

3.1 YOLO, a Smart Contract Gambling Platform

Our empirical setting, YOLO, is a gambling smart contract deployed by the team behind
LooksRare, a non-fungible token (NFT) trading marketplace. YOLO, the aphorism for
“you only live once”, is a smart contract that implements the functionality for a round-
based gambling game. During these rounds, each lasting for 15 minutes, users may



deposit cryptocurrencies (i.e., fungible tokens) or digital assets (i.e., non-fungible to-
kens) to the winning pool (see Figure 1).

Users’ relative contributions to the winning pool correspond to their winning
chances: Following the example from Figure 1, if three users contribute 1 ETH, 2 ETH,
and 3 ETH, then user 1 has a winning chance of 17%, user 2 of 33% and user 3 of 50%.
After the round, YOLO (i.e., LooksRare) withholds a fee of 5 percent (0.3 ETH) of the
winning pool, reducing the winner’s payout to 5.7 ETH. Thus, YOLO qualifies as a
gambling game due to the random element and negative expected pay-off, as the ex-
pected total payoff for user i is 0.95 times the amount wagered due to the 5 percent fee.
If there are less than two users in a single round, the round is not played, refunding the
deposited amounts. Also, within one round, users can increase their bet size by depos-
iting multiple times and, thus, increase their winning chances while at the same time
increasing their potential losses (LooksRare, 2024).

3.2 Methodology

We retrieve all YOLO transactions from dune.com, a major blockchain analytics plat-
form. Dune.com decodes raw blockchain transaction data and enriches it with addi-
tional information, such as exchange rates for fungible tokens. Overall, our sample
comprises over 22,800 rounds of YOLO, containing 3,306 unique users, during the ob-
servation period between August 16, 2023, and February 2, 2024.
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amounts i by Smart Contract
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Figure 1. Gambling process on YOLO

Description of Variables. For our empirical analysis of the YOLO gambling behavior,
we consider the following variables:

— continues playing: Binary variable measured for each user i in each round j played:
continues playing;; = 1 denotes that the user gambles in the next round, and
continues playing;; = 0 if not.

— is winner; is first losing; is too little gambler: Indicator variables measured for
each user i in each round j: is winner;; = 1, if the user is the winner of the round;
is firstlosing;; = 1, if it is the first round lost; is too little users;; = 1, if the game
is canceled because there is no other user.

— #users in round; #deposits in round of user: Variables that count the number of
users i in the current round j and the number of times each user deposited.



— exchange rate; user bet size: Variables include the exchange rate (USD 1,000 per
ETH) and the total amount of USD per round j for each user i in USD 1,000.

— average bet size; average amount won/lost: Variables that measure the average
bet size for each user i; and the average amount won/lost for each user i; both in
USD 1,000 until the current round j.

— expected win probability; winning ratio; rounds played: Variables that present
the winning probability for user i in each round j; the winning ratio for user i until
current round j (proportion of won rounds); and the log, (to account for exponential
distribution) of the number of rounds played for user i until the current round j.

— winning/losing streak (length): Variables that count the current number of consec-
utive wins and consecutive losses for each user i and round j.

— anchoring effect, gambler’s fallacy (w & 1), hot/cold hand: Binary variables that
take the value 1 if users i express the corresponding biases in round j (see below).

Measuring Biases. First, we examine the anchoring effect by tracking occurrences of
repeated bet sizes in ETH. We assign anchoring effect;; = 1, if the user i’s bet size in
round j already occurred in previous rounds.

Second, following the definitions of cognitive biases and findings from Prospect
Theory that users weigh losses more negatively than wins positively (Kahneman &
Tversky, 1979), we identify patterns where users win or lose consecutively and then
analyze betting behaviors within these streaks. We define being on a winning (losing)
streak as at least two consecutive identical outcomes. Within a winning (losing) streak,
users may increase or decrease their bet size, resulting in four different observations:

(1) Winning streak & increase of bet size: We define users exhibiting hot hand as
being on a winning streak and increasing their bet sizes, e.g., believing they will
continue winning, i.e., hot hand;; = 1.

(2) Winning streak & decrease of bet size: We define that users who reduce their bet
size within a winning streak exhibit the gambler’s fallacy. Users believe the opposite
outcome (losing) is due, hence, reducing their bet size, i.e., gambler’s fallacy
w); = 1.

(3) Losing streak & increase of bet size: Similarly to observation (2), we define users
reducing their bet sizes within a losing streak to exhibit the gambler’s fallacy. Users
believe that the opposite outcome (winning) is due, hence increasing their bet size,
i.e., gambler’s fallacy (1)” =1.

(4) Losing streak & decrease of bet size: We define users who decrease their bet size

after consecutive losses to exhibit cold hand, believing they will continue losing,
i.e, cold hand;; = 1.

Regression Analysis. For our empirical analysis, we consider whether a user continues
gambling in the next round. To estimate this probability per user and round, we take
continues playing as the dependent variable Y;; € {0,1} and deploy a GLMM to ac-
count for the longitudinal data. Let m denote the number of users and n; the number of
observations for user i. The response Y;; is the outcome of user i at measurement j, with
x;; as the fixed-effects covariate vector for the fixed effects f € RP and random inter-
cept y; ~ N (0, %), accounting for unobserved heterogeneity across users. Since the



outcome is binary, the conditional expected value p;; = E[Yi]-|xi]-,yi] is linked to the
linear predictor x%B +v; by alogit-link function, allowing us to model the probability
Ty = P(Yi]- =1 |xi]-, yi). To this end, we fit a random intercept logistic regression model
log (ni]- / (1 - T[ij)) = xiT]-B + Vi1 (1), using the melogit module in STATA (StataCorp,
2023). As covariates, we include the independent variables described before, and we
report standard errors obtained through robust estimations (Huber, 1967; White, 1980).
Finally, we compare the models using Akaike’s information criterion (AIC) and Bayes-
ian information criterion (BIC) (Burnham & Anderson, 2004). The GLMM assumes
that repeated observations for a user are independent once we account for individual
characteristics (random effects) and relevant covariates. This is reasonable in our set-
ting, as we explicitly include variables capturing previous outcomes and behavioral bi-
ases that potentially drive gambling persistence.

33 Results

We fit five different models (A-E) using eq. 1 and report all estimates with robust stand-
ard errors and significance levels in Table 1. We display estimated coefficients 8 of the
independent variables as odds ratios, where exp(f3) equals the odds ratio, allowing a
straightforward interpretation, e.g., exp(8) > 1 indicates a positive association of the
independent variable to the probability of continued gambling, whereas exp(B) < 1
indicates a negative association. Our primary goal is to assess the influence of different
cognitive biases in on-chain gambling behavior. For each variable, we test whether the
estimated odds ratio exp(pB) is statistically different from 1. Specifically, we evaluate
the null hypothesis Hy: exp(B) = 1 against the alternative hypothesis H;: exp(B) # 1.
Model A includes all independent variables except for the biases; model B addition-
ally includes the gambler’s fallacy for winning and losing streaks; model C includes
the hot hand and cold hand; model D includes the anchoring bias; finally, model E in-
cludes all independent variables and the biases. Overall, estimates’ directions, standard
deviations, and significances remain robust across all models. In the following, we fo-
cus on results from the complete Model E, additionally supported by the AIC criteria.

4 Discussion

4.1 Empirical Results

Our estimation results (Table 1) reveal several concerning factors driving user engage-
ment with the on-chain gambling platform. We discuss these factors and their implica-
tions for users and platforms based on (1) cognitive biases and (2) other positively and
negatively associated variables to the probability of continued gambling.

First, the anchoring effect is positively associated with the probability of continued
gambling. Hence, users continued gambling with higher probability when repeatedly
depositing the same bet size. Leveraging the anchoring effect, platforms might entice
all users (even those previously not showing the anchoring effect) to continue gambling



by displaying predefined (potentially higher) bet sizes as anchors. This platform strat-
egy might further encourage users to deposit repeated bet sizes regardless of the win-
ning probabilities and to continue gambling, ultimately increasing the platform’s profits
at the expense of the users.

Second, the expression of the gambler’s fallacy within a winning streak is also pos-
itively associated with the probability of continued gambling. Thus, instead of stopping
gambling in expectation of a potential loss, users would rather lower their deposited
amount. From the platform’s perspective, gambling platforms could be designed to re-
spond to changes in betting patterns, such as displaying messages to maintain or in-
crease bet sizes, e.g., “Warning: By decreasing your bet size, you lower your chances
of winning.” This also holds for the gambler’s fallacy in the losing streak, where users
could be encouraged to substantially increase their bet size and corresponding winning
probabilities. Overall, platforms can use these insights to their advantage by designing
features that deceive users into believing that they have control over random events.

From a user’s behavioral perspective, we observe that winning and a higher expected
winning probability both lead to a higher probability of continued gambling. This ob-
servation indicates addictive gambling behavior, leading to potential losses, as the us-
ers’ expected payoffs are negative. Also, the negative association of bet size with the
probability of continued playing hints at the final users’ attempts to make up for losses
from previous rounds by depositing larger bet sizes.

Regulators’ efforts to protect users and enforce taxes in online gambling settings
seem fruitless for YOLO and potentially other on-chain gambling smart contracts
(Cong, Grauer, et al., 2023). For example, user protection measures, such as deposit
limits (e.g., monthly EUR 1,000 in Germany), the option to blacklist oneself, and gen-
eral minimum age limits can hardly be enforced in a decentralized and permissionless
setting (Beck et al., 2018).

Table 1. Mixed-effects logistic regressions based on 84,394 observations of 3,306 users

Y = continues playing Model
Odds ratio
(Robust std. err.)

A B C D E

27518 270.94™ 28978  196.19"" 231.50"
(131.72)  (129.33)  (138.46)  (94.39)  (111.13)
1.61" 1.76" 1.68" 1.66™ 1.91°*
(0.30) (0.32) (0.31) (0.30) (0.34)
1.90"* 1.88° .84 2.04™ 1.92°
(0.18) (0.18) (0.18) (0.20) (0.19)
1.35 1.29 1.43 1.28 1.32
(0.35) (0.33) (0.37) (0.33) (0.34)
.03 .03 1.03"* 1.03"* 1.03"
(0.01) (0.01) (0.01) (0.01) (0.01)
1.10 1.13 1.08 1.16 1.16
(0.11) (0.11) (0.11) (0.12) (0.12)
0.03™  0.03™ 003" 002" 003"
(0.01) (0.01) (0.01) (0.01) (0.01)

Intercept

is winner

is first losing

is too little users

#users in round

#deposits in round of user

exchange rate




Y = continues playing Model
Odds ratio
(Robust std. err.)

A B C D E

0.85™ 0.86™" 0.84"™ 0.86™" 0.86™"

user bet size (0.04) (004 (0.0 (004  (0.04)

ed win orobabilit 1.51° 1L61* 1.39 1.64" 1.59°
expected win probabiiity 0.31) (0.34) (0.32) (0.34) (0.33)
1.11 1.06 1.10 1.11 1.05

winning streak 012)  (011)  (0.1)  (0.1)  (0.10)

0.95™ 095" 095" 095"  0.96™
(0.01) (0.01) (0.01) (0.01) (0.01)
1.19" 120" 1227 1207 1227
(0.05) (0.05) (0.05) (0.05) (0.05)
5.93™  539™  554"™ 569"  4.89™
(1.47) (1.34) (1.38) (1.40) (1.21)

losing streak

rounds played

winning ratio

average bet size 1.03 <1.00 1.06 1.03 1.03
g (0.15) (0.15) (0.15) (0.15) (0.15)
average amount won/lost 2.00" 1.98" 195 1.96™ 1.90"
(0.50) (0.50) (0.48) (0.47) (0.45)

, . 1.65° 1.61°

gambler’s fallacy winning - (0.46) - - (0.45)

S ok

gambler’s fallacy losing - (% %17) - - ?(')7077)
0.97 1.01

hot hand - - (0.25) - (0.26)
0.69™ 0.65™

cold hand - - (0.06) - (0.06)
anchoring effect - - - 1(' 3 1)9) (1(')2029)
ser id: Intercent 4.75 4.75 4.63 4.30 4.42
u ’ P (0.64) (0.64) (0.64) (0.64) (0.63)
Residual intraclass correlation 0.59 0.59 0.58 0.57 0.57
Wald y? 577.2"* 579.3"** 604.9™ 608.5™" 623.9™
Log pseudolikelihood -8369.2 -8364.3 -8358.4 -8361.4 -8345.6
AIC 16770.4 16764.5 16752.9 16756.8 16733.2
BIC 16919.9 16932.7 16921.0 16915.7 16929.4

Notes: Estimates are transformed only in the fixed-effects equation to odds ratios.

Intercept estimates baseline odds (conditional on zero random effects).

Robust standard errors adjusted for 3,306 clusters in user id (min=1; avg=25.5; max=10939).
Significance levels (P > |z]): "™ p < 0.001, " p < 0.01, *p < 0.05$$, "p < 0.10.

4.2  Implications of Gambling Smart Contracts

Our findings contribute to the literature by empirically validating the influence of cog-
nitive biases within the context of blockchain-based gambling. The evidence that bi-



ases, such as anchoring and the gambler’s fallacy, are significantly associated with con-
tinued gambling not only extends the application of Prospect Theory (Kahneman &
Tversky, 1979) to decentralized environments but also underscores the unique behav-
ioral dynamics emerging from smart contract-based platforms. Theoretically, these re-
sults encourage a reexamination of established gambling models by incorporating the
role of blockchain transparency in amplifying cognitive biases.

Decentralized smart contracts for on-chain gambling are alarming for three reasons:
First, on-chain gambling applications based on smart contracts can be deployed on per-
missionless blockchains (Beck et al., 2018), like Ethereum, by anyone, adversely taking
advantage of trust-enhancing features in on-chain applications, luring users to gamble.
Second, a “wild west mentality” with protocols founders and operators using pseudo-
nyms without registered legal entities, e.g., ignoring data protection regulations and
user protection measures for gambling. This is very critical for regulators and users
with conditions to gamble. Third, law enforcement in permissionless blockchain envi-
ronments has proven to be even more difficult than in online settings (Cong, Grauer, et
al., 2023). Regulators and law enforcement might still take down gambling smart con-
tracts with dedicated frontends, as the domain-hosting typically resides with standard
centralized services. Thus, the domains can be blocked.

Practically, the insights derived from our study signal the need for enhanced user
protection mechanisms and regulatory frameworks that address the distinct challenges
posed by decentralized systems. While traditional regulation relies on licensed inter-
mediaries, blockchain-based platforms operate autonomously and pseudonymously,
disabling standard enforcement tools. However, blockchain’s public ledger also enables
novel forms of behavioral monitoring and user protection, such as real-time flagging of
risky betting patterns or on-chain self-exclusion logic (Mills, 2024):

— Enhanced Monitoring: Regulators should leverage blockchain’s transparency
through address-level analytics to identify high-risk gambling behavior (Mills, 2024;
Wang et al., 2023).

— User Protection Mechanisms: Smart contract developers could integrate voluntary
deposit limits or “cooling-off” periods to help users regulate gambling behavior
(Mills, 2024).

— Cross-Platform Regulation: Governments may explore collaborative frameworks
for regulating blockchain gambling, like existing financial oversight mechanisms.

— Contract blacklisting and blocking: As seen in cases like Tornado Cash, gambling
smart contract addresses could be blacklisted, allowing central infrastructure provid-
ers (e.g., wallets, exchanges) to block user transactions with these contracts.

4.3  Future Work

We have investigated one gambling smart contract with a distinct probability and pay-
off function. We must acknowledge potential confounding factors, such as the influence
of platform-specific design features on user decisions. Importantly, our study does not
include a comparative baseline with traditional online gambling platforms. Therefore,
we cannot isolate the effects of blockchain-specific technological features such as im-
mutability, transparency, or decentralization on user behavior. A comparative analysis



with conventional platforms would be valuable for future research to clarify how these
blockchain characteristics influence gambling behavior. Future work might also benefit
from investigating various settings, e.g., different on-chain gambling smart contracts.
Although related works report observed biases for different on-chain gambling settings,
our approach to directly measuring biases based on transaction data could be applied to
those settings as well. While our study is observational, we propose avenues for future
research to incorporate natural experiments or exogenous shocks to better isolate causal
effects. Moreover, a cross-gambling smart contract investigation might reveal more in-
formation on gamblers who are active on several gambling platforms simultaneously.
Also, more complex gambling smart contracts might affect decision-making and gam-
bling behavior differently than in our setting (Beck et al., 2018). Finally, future research
should explore targeted interventions and design modifications on platforms that can
mitigate the adverse effects of cognitive biases on user gambling behavior.

5 Conclusion and Outlook

While traditional online gambling has long been scrutinized for its social and financial
risks, our study demonstrates that blockchain gambling platforms introduce additional
layers of complexity due to their decentralized and transparent nature. In summary, the
title You Only Lose Once encapsulates a paradox: although users may initially perceive
a singular loss as an isolated event, the cumulative impact of cognitive biases often
leads to a cycle of repeated losses.

We find that blockchain-based gambling platforms introduce new complexities com-
pared to traditional online gambling. While they promise transparency and fairness,
their decentralized nature creates significant risks related to user protection and regula-
tory enforcement. Our study provides empirical evidence on how cognitive biases in-
fluence gambling behavior in on-chain environments. This observation reinforces the
urgency for both regulatory oversight and the implementation of consumer protection
measures specifically tailored to the unique characteristics of on-chain gambling. As
blockchain technology continues to evolve, further research is essential to develop ro-
bust frameworks that safeguard users while preserving the innovative potential of de-
centralized systems.

Thus far, regulators and law enforcement still can restrict access to smart contract
gambling platforms, by blocking their centrally hosted frontends. However, this does
not restrict users with technical knowledge from interacting directly on-chain with the
gambling smart contracts. Recent innovations in blockchain gambling, such as decen-
tralized peer-to-peer betting (BlockWorks, 2024) and lotteries (Mmxicoders, 2024),
suggest a future that may be even harder to regulate. Users might ultimately switch if
these protocols deliver lower fees and transparent enforcement. However, there is no
lobby to protect gamblers with health conditions in peer-to-peer gambling networks.
Even though regulated gambling providers might eventually lobby against those proto-
cols, it might be difficult to contain them. Where peer-to-peer file sharing has failed to
persist, blockchain-based peer-to-peer gambling protocols might endure. Ultimately,
gamblers, especially those with health conditions, and society will bear the costs.
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